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1
Decision/action requested

This document presents a key issue for interconnection and a key issue for interworking in TR 33.880
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

 [xx]
3GPP TS 23.283: "Mission Critical Communication Interworking with Land Mobile Radio Systems".
3
Rationale

The MC system needs to be able to protect itself against attack from external MC systems. This includes both 3GPP and non-3GPP systems and a key issue is provided for each. This contribution defines key issues identifying the protection requirements for a MC system. The protection requirements are similar to those performed by SBCs or equivalent functions.
4
Detailed proposal

******************Start of Change 1*******************
5.7.3
Key Issue #6.3: Protection against external systems
5.7.3.1
Issue details

The Mission Critical System requires the ability to interconnect with other, external MC Domains and potentially other types of external systems. External systems could be used as an attack vector towards the MC Domain, either due to malicious action, fault, or compromise within the external system.

It is important that the MC Domain is able to protect itself from external systems. 
5.7.3.2
Security threats

The following security threats are applicable in this scenario:

-
The external system performs a DoS attack towards the MC Domain (e.g. a signalling storm or media overload).

-
The external system sends malformed packets into the 3GPP system causing a disruption of service. 

-
The MC Domain exposes its internal network topology, enabling more effective attacks from the non-3GPP system.

-
The external system spoofs users in the MC system, compromising the integrity of the MC System. This could include:

-
Access to user communications (e.g. via MitM attack);

-
Generation of user signalling;

-
The external system could spoof network entities within the MC System.

NOTE:
Where the SIP Core is not a trusted part of the MC Domain, the SIP Core will route both internal and external traffic towards network entities within the MC Domain. Depending on the network deployment, distinguishing between internal and external network traffic may be difficult.

-
The external system could send sensitive signalling requests into the 3GPP system (e.g. Ambient Listening).

-
The external system spoofs another external MC Domain.

5.7.3.3
Potential security requirements

[MCSEC-6.3-1]
The MC Domain shall be resilient to disruption from external systems. This includes DoS attack and attack via malformed packets.

[MCSEC-6.3-2]
The MC Domain shall support a deployment option which allows the MC System to hide its internal network topology towards external systems.

[MCSEC-6.3-3]
The MC Domain shall be able to limit the signalling and media which may be routed to/from external systems. This includes limiting both the type and quantity of signalling and media.

[MCSEC-6.3-4]
The MC Domain shall block signalling entering the MC Domain which uses source identifiers used by network entities inside the MC Domain, but did not originate inside the MC Domain.
[MCSEC-6.3-5]
The MC Domain shall block signalling entering the MC Domain which uses source identifiers used by network entities inside the MC Domain, but did not originate inside the MC Domain.
[MCSEC-6.3-6]
The MC Domain shall block signalling and media originating from an external system with a source associated with an MC client that has not migrated.
[MCSEC-6.3-7]
The MC Domain shall be able to distinguish and apply separate policy to signalling and media that originates from MC clients and signalling and media originating from external systems.
[MCSEC-6.3-8]
The MC Domain shall be able to distinguish and apply separate policy to signalling and media that originates from migrated MC clients.
[MCSEC-6.3-9]
The MC Domain shall be able to distinguish and apply separate policy to signalling and media that originates from different external systems.
[MCSEC-6.3-10]
The MC Domain shall be able to authenticate and apply policy to sensitive signalling originating from external systems. 
******************End of Change 1********************
******************Start of Change 2*******************
5.8
Key Issues on interworking with non-3GPP systems

5.8.1
Key Issue #7.1: Terminating MC security mechanisms for non-3GPP systems
5.8.1.1
Issue details

The Mission Critical System requires the ability to interwork with non-3GPP systems that do not share security mechanisms with the MC System. For example, should the non-3GPP system not support TS 33.180 [21], the non-3GPP system will not be able to process native MC signalling and media. To allow interworking to be successful in this instance, the MC Domain needs to terminate security mechanisms for the non-3GPP system. 
5.8.1.2
Security threats

The following security threats are applicable in this scenario:

-
The non-3GPP system is an external system and the threats described in Clause 5.7.3.2 apply in this case.
-
The non-3GPP system is unable to process signalling/media received from the MC system due to an inability to decrypt the signalling/media.
-
Signalling/media received from the non-3GPP system is compromised inside the MC system as it is not properly protected.
5.8.1.3
Potential security requirements

[MCSEC-7.1-1]
The security requirements from Clause 5.7.3.3 apply with respect to an external non-3GPP system.
[MCSEC-7.1-2]
The MC System shall enable the decryption of signalling and traffic routed to the non-3GPP system. This shall not compromise signalling or traffic that is not routed to the non-3GPP system.
[MCSEC-7.1-3]
The MC System shall be able to apply MC security mechanisms to signalling/media received from the non-3GPP system to ensure that equivalent protections are applied to this data as for native MC system data.
******************End of Change 2********************
